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Technological Risk Management Global Risk Report

pJ LD, Top 10 risks in terms of

e Likelihood
The Global Risks - - -
Report 2019 xireme wedlner everils
14th Edition

Failure of climate-change mitigation and adaptation
T TN S——— Natural disasters
Data fraud or theft
Cyber-attacks

Man-made environmental disasters

Large-scale involuntary migration

Biodiversity loss and ecosystem collapse
Water crises

Asset bubbles in a major economy
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Technological Risk Management Financial Attack around the World

The Geography of financial attacks
by Lazarus group

The malware by Lazarus group, infamous for its theft of $81 million
from Central Bank of Bangladesh, has been active since at least 2009.
It has been spotted in the last couple of years in at least 18 countries.

® Mexico ® Nigeria ® tthiopia ¢ Poland ® raqg ® India ® Ban
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Cyber Attack
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Technological Risk Management Social Network Risk
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Technological Risk Management Social Network Risk
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Types of Spyware

—
Adware
Keyloggers
Trojans - Mobile Spyware

XXX
Password Stealers



Technological Risk Management MOBILE MALWARE
— e AWARENESS

MALWARE

@ CYBERCRIMINAL @

TROJANS |

“ >
2 =
§ % = ?@y
K5
HACKER

WORM SPYWARE

@{f !J
S
Ensure that all of your DON’T
SOFTWARE
IS UP TO DATE

Do use

ANTI VIRUS

SOFTWARE
and update

them all regularly.




Technological Risk Management Case Study : Free Public Wifi Risk

HOW HACKERS EXPLOIT PUBLIC

WIFI HOTSPOTS |

MAN-IN-THE-MIDDLE ROGUE WIFI NETWORKS:

MITM) ATTAPKC. s -
[:.!:l’l“ AR AT ) _'Q:::;! o
-
fom— 3 g, e BN -
| | )y | o
. L] ' ‘ ,‘ 1 .'._“ :_ .-
STOP, think twice! | | | [y
~i—y
BB "B | . - s m® A haCker sets up fake networks that

masquarade as leguimate networks to
steal mlformation from unsuspecting users

who connect to it
A hacker ingects hmself between two Compubers

and intercepts or modifies communication
betwaaen tham

Sensitive information you
risk exposing to hackers

DAPKET SNIEFERS.
os’“\\Jl\L b‘i'):rl LRS

. L
) . 2
- y . k Online
- B banking
M ". 1 ;,—" Socisl
L" aT e . media
I » Emais
> 4

Oniire

shopping

Readlly-accessibie tools hackers use to intercept
any information sent over unsecured WiFi,
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